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FIME Launches Online NFC CAP File Security Analysis Service 
  

NFC ecosystem stakeholders can now test their NFC cardlets securely online, saving 
them time and money 

 

November 13, 2015 – FIME today launches TrustApp, a secure online testing portal for near field 

communication (NFC) applications embedded in secure elements. Mobile network operators (MNO) 

and NFC service providers can now validate the security of their sensitive and basic NFC applications, 

quicker and more cost effectively. 

 

“As TrustApp is online, it allows stakeholders to perform on-demand pre-certification security testing 

throughout the development process, 24/7 and wherever they are,” comments Christian Damour, Head 

of Product and Services Marketing, Security, at FIME. “Applications can then be submitted to a test 

laboratory for final validation with confidence that they will pass the official testing process. This process 

helps our customers save time and money while avoiding the frustration that can arise if an issue is 

identified at this final approval stage.” 

 

The primary function of the portal is CAP File analysis. Due to the sensitivity of testing the CAP File – 

an NFC application’s bytecode which contains intellectual property – the file is automatically encrypted 

on the client’s machine before it is uploaded to the testing platform and stored on a secure server. 

Testing this file confirms that the NFC application conforms to the relevant industry security standards. 

The portal also gives users immediate and convenient access to fully automated end-to-end application 

testing and report generation, as well as report download. 

 

“This service helps NFC service providers to ensure their NFC applications are compliant, at their 

convenience,” adds Christian. “Both sensitive and basic applications need to be tested to complete the 

NFC security chain as even the simplest of NFC applications could compromise a user’s device if it does 

not meet the required standards. The ability to access a secure online portal to perform pre-

certification testing makes the whole process quicker and more convenient, while reducing overall costs 

and maintaining the security of customers’ data.” 

 

FIME has developed this service in collaboration with the Celtique team at Inria, a research team 

dedicated to improving the security and reliability of smart card and secure device software. It includes 

analysis for alignment with key security rules from a number of international industry authorities and 

platform manufacturers. Additional bespoke security rules can also be developed and added to the tool. 

http://www.inria.fr/en/teams/celtique
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Once the basic or sensitive application has been verified by the online portal, the final stage is local 

laboratory validation by FIME’s experts. Applications are subjected to additional CAP File analysis, 

source code review and testing for compliance to the key security rules. Sensitive applications are also 

security tested against relevant industry application requirements.  

 

Take a look at FIME’s white paper focusing on the NFC security chain: “The NFC Security Quiz v2.0 - 7 

key questions answered regarding today’s security framework for delivering sensitive NFC mobile 

services”.  

 

Visit the FIME website for more information about TrustApp. Or, to find out how FIME can support 

your projects, please contact your local FIME office.  

 

-ENDS- 

 

For further FIME media information, please contact Rob Peryer or David Amos at iseepr: 
rob@iseepr.co.uk  / david@iseepr.co.uk on + 44 (0) 1943 468007 
 
 
About FIME  

FIME is a trusted provider of technical training and consulting, technology design, test tools and certification 
testing. It enables customers to bring seamless card and mobile transactions services to market effectively and 
confidently using secure chip or cloud-based solutions. 

Working with the payment, telecom, transit and identity sectors, FIME is an implementation services partner for 
customers using contact and contactless EMV, near-field-communication (NFC), trusted service manager (TSM), 
trusted execution environment (TEE) and host card emulation (HCE) technologies. FIME supports customers from 
project initiation to completion by advising on technical requirements, consulting on industry regulations, 
certification authority implementation and streamlining testing and certification activity. 

With 11 offices around the world, serving more than 3,000 clients, FIME combines its global expertise and local 
knowledge to support its customers. FIME’s dedicated team actively contributes to the advancement and 
simplification of certification processes. Its service capacity also provides resource scalability to adapt to individual 
customer needs. 

FIME currently has operations across America (Canada and the United States), Asia (Japan, South Korea and 
Taiwan), Europe (France), India and the Middle East (Dubai). 

FIME partners with leading payment schemes and industry bodies to provide consultancy and certifications services 
for: American Express, Calypso Networks Association, China UnionPay, Discover, eftpos, EMVCo, EMV Migration 
Forum, First Data, Global Certification Forum (GCF), GlobalPlatform, GSMA, Interac, JCB, MasterCard, Network 
for Electronic Transfers (NETS), NFC Forum, National Payments Corporation of India (NPCI), National Standard 
Indonesia for Chip Card Specification (NSICC), OSCar Consortium, RuPay and Visa. 
 
www.fime.com | Twitter | LinkedIn 
 

 

https://www.fime.com/?/WhitePaper/view/7
https://www.fime.com/?/WhitePaper/view/7
https://www.fime.com/?/WhitePaper/view/7
https://www.fime.com/services/online-testing/nfc-cardlet-online-security-testing-trustapp.html
http://www.fime.com/location.html
mailto:rob@iseepr.co.uk
mailto:david@iseepr.co.uk
http://www.fime.com/
https://twitter.com/FIMEnews
http://www.linkedin.com/company/fime

